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TABLE 5.2 THE CYBER MARKET FOR STOLEN DATA
DATA PRICE®
Individual U.S. card number with expiration date and CVV2 (the three-digit $5-98 6)-*-’1-‘*’ rb-;")-'> LSL‘E))'@ = 9 JS °}‘¢"‘ O°F C—‘o‘BL’
number printed on back of card) (referred to as a CWV) = . )
g )\ S Mo

Individual U.S. card number with full information, including full name, billing ~ $20-560
address, expiration date, CVV2, date of birth, mother's maiden name, etc. .
(referred to as a Fullz or Fullzinfo) <9 o> ﬁ)‘}l LS"))‘
Dump data for U.S. card (the term “dump” refers to raw data such as name, $60-5100
account number, expiration data, and CVV encoded on the magnetic strip [ .
on the back of the card) x u)lf 6)‘0) : X
Bank account login credentials (depending on value and verification) 0.5%—10% of value L

Oy olazdl sl
Online payment accounts (PayPal, etc.) (depending on value and verification)  0.5%—10% of value - - ’
Driver’s license information $20 oolaiwl gl g,
Online account login credentials (Facebook, Twitter, eBay, Apple, Dropbox) $10-515
Medical information/health credentials $10-520
1,000 e-mail addresses $1-510
Scan of a passport $1-325
Social security number $1

—

SOURCES: Based on data from Symantec, 2019; 2018; VPNOverview, 2019; Osborne, 2018.
*Prices vary based on supply and quality (freshness of data, account balances, validity, etc.).
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